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Abstract— Ensuring robust data encryption is crucial for
secure communication, particularly in power metering data
transmission. This study presents a novel hybrid algorithm for
optimizing the Substitution Box (S-box) in the SM4 encryption
method, addressing critical cryptographic security challenges.
The proposed S-box design integrates simulated annealing and
evolutionary algorithms to enhance non-linearity, reduce
differential and linear probabilities, and improve resistance to
cryptanalytic attacks. A comparative analysis against standard
S-box designs demonstrates superior security performance,
including enhanced avalanche and diffusion properties.
Additionally, the scalability and hardware implementation
feasibility of the proposed approach are evaluated, highlighting
its potential for real-world cryptographic applications. The
security analysis confirms the robustness of the redesigned S-
box against differential and linear cryptanalysis, ensuring
improved encryption strength. This research contributes a
practical, high-security =~ S-box solution for modern
cryptographic  frameworks.Keywords—Network  security,
chaos, random numbers, S-Box, Rook, chess, SM4 algorithm.

I. INTRODUCTION

In the era of digital communication, securing sensitive data
against cyber threats is a fundamental challenge.
Cryptographic techniques play a vital role in ensuring data
confidentiality, integrity, and authentication, with
Substitution Boxes (S-boxes) serving as essential
components in symmetric-key encryption algorithms. S-
boxes contribute significantly to encryption strength by
introducing non-linearity, thereby enhancing resistance to

cryptanalytic attacks such as differential and linear
cryptanalysis.
Standard cryptographic algorithms, including the

Advanced Encryption Standard (AES) and SM4, employ S-
boxes to achieve high security and robustness. However,
conventional S-box designs often exhibit vulnerabilities in
terms of predictability and resistance to emerging attack
vectors. To address these limitations, this study proposes an
optimized S-box design based on a hybrid algorithm that
combines simulated annealing and evolutionary strategies.
The proposed approach improves key cryptographic
properties such as non-linearity, differential uniformity, and
avalanche effect, making encryption more secure and
resistant to known attack methodologies.

Furthermore, a comparative benchmarking study is
conducted against standard S-box designs, highlighting the
performance improvements of the proposed method. The
security analysis evaluates resistance against differential and
linear cryptanalysis, ensuring that the S-box meets stringent
cryptographic requirements. Additionally, scalability and
hardware implementation feasibility are explored, making
this approach suitable for practical cryptographic
applications, particularly in power metering data
transmission and other secure communication frameworks.

This paper is structured as follows: Section Il reviews related
studies on S-box design and optimization methods. Section
111 outlines the proposed methodology, detailing the hybrid
algorithm used for S-box optimization. Section IV presents
the security evaluation and performance benchmarking.
Section V discusses the results and practical implications of
the proposed design. Finally, Section VI concludes the study
and suggests future research directions.

Il. RELATED STUDIES

To increase cryptographic robustness, Aydin & Ozkaynak
(2023) created an automated tool for creating chaos-driven
S-boxes. The importance of automation in S-box building is
highlighted by their work published in IEEE Access, which
guarantees increased security while reducing the need for
human intervention. The suggested approach showed better
non-linearity and resistance to cryptographic assaults when
compared to traditional S-box designs.

A safe picture encryption method that combines a strong S-
box and a novel chaotic map was suggested by Zhu et al. in
2023. The significance of unpredictability and randomness
in cryptographic transformations is emphasized in their
study, which was published in Mathematics and Computers
in Simulation. By evaluating the scheme against image
encryption standards, the study confirms the efficacy of
their methodology and demonstrates its resilience in
protecting multimedia data. A text-theoretical approach to
S-box building was investigated by Mahboob et al. (2023),
specifically for picture encryption applications. Their study,
published in Scientific Reports, offers a different approach
that increases S-box strength by utilizing mathematical
ideas. Its effect on encryption performance and its ability to
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mitigate known cryptographic flaws are covered in the
paper. Using a chaotic map, Rohiem et al. (2005) presented
a novel approach to building the AES S-box. Their study
explores the use of chaos theory into cryptographic
applications and was presented at the Twenty-Second
National Radio Science Conference. They show
improvements in security metrics like non-linearity and
diffusion by altering the conventional AES structure.

An improved dynamic S-box design specifically suited for
Internet of Things-based remote health monitoring systems
was put forth by Dube & Yadav in 2024. Their study, which
was published in ICEC 2024, combines multi-stage non-
linearity and adaptive heuristic evolution to protect private
health information. The study demonstrates its efficacy in
IoT security applications by comparing its security features
to those of current cryptography frameworks. Rahaman et
al. (2020) enhanced AES encryption by introducing a 3-
dimensional dynamic S-box and key generation matrix.
Their study examines how multi-dimensional structures
improve AES's diffusion and confusion characteristics, and
Equations it is accessible on arXiv. The report offers
thorough performance assessments, demonstrating how well
their strategy works to fortify encryption techniques.

An analytical study of the main issues, performance
evaluation standards, and current S-box design approaches
was carried out by Waheed et al. in 2023. Their paper,
which was published in Multimedia Tools and Applications,
identifies the main problems that cryptographers encounter
in methodically classifying various S-box techniques. The
paper is a thorough resource for comprehending the
development of S-box architecture and its potential
applications in network security in the future.

I1l. METHODOLOGY

The effectiveness of a cryptographic system heavily
relies on the strength of its Substitution Box (S-box). In this
study, we propose an optimized S-box design based on a
hybrid algorithm that integrates simulated annealing and
evolutionary strategies to enhance cryptographic security.
The proposed method focuses on achieving optimal non-
linearity, reducing differential and linear probabilities, and
ensuring robustness against cryptanalytic attacks.

A. Hybrid Algorithm for S-box Optimization

The proposed approach employs a multi-objective fitness
function to evaluate S-box performance based on key
security properties:

e Non-linearity (NL): Enhances resistance to
linear cryptanalysis.

o Differential  Probability (DP):  Reduces
susceptibility to differential cryptanalysis.

e  Strict Avalanche Criterion (SAC): Ensures that
small changes in input propagate significantly in
output.

e Bit Independence Criterion (BIC): Evaluates the

independence of output bits to improve
unpredictability.

To optimize the S-box structure, we integrate simulated
annealing (SA) for local search and evolutionary algorithms
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(EA) for global optimization. The optimization process
follows these steps:

e Initialization: A set of candidate S-box solutions
is generated randomly.

e Fitness Evaluation: Each S-box is assessed
based on the defined cryptographic properties.

e Simulated Annealing Phase: A local search
mechanism refines candidate solutions to
enhance non-linearity and avalanche effects.

e Evolutionary Optimization: The best solutions
undergo crossover and mutation operations to
explore diverse search spaces and avoid local
minima.

e Selection of Optimized S-box: The final S-box
is chosen based on security metrics and
computational efficiency.

B. Comparative Benchmarking Against Standard S-
boxes

To validate the effectiveness of the proposed S-box, a
comparative analysis is conducted against widely used S-box
designs, including AES and SM4. The benchmarking
considers:

e Non-linearity values
o Differential and linear probability
e Avalanche effect performance

e Computational
processes

efficiency for  encryption

C. Security Evaluation and Attack Resistance

A comprehensive cryptanalysis study is performed to
assess the robustness of the proposed S-box against common
attack methodologies:

o Differential cryptanalysis: Measures the
probability of obtaining a specific output
difference given an input difference.

e Linear cryptanalysis: Evaluates the correlation
between input and output bit patterns.

o Key sensitivity analysis: Determines the S-box's
impact on key-dependent security measures.

D. Scalability and Hardware Feasibility

To ensure practical implementation, the proposed S-box
is tested for its scalability and integration into hardware-
based cryptographic frameworks. Key aspects considered
include:

e Resource utilization for FPGA and ASIC
implementations

e Latency and throughput analysis

e Compatibility with
protocols data.

existing  cryptographic

IV. SIMULATION
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A thorough series of simulations was carried out to confirm
the suggested S-box design's efficacy and resilience.
Important cryptographic characteristics such bijectivity,
non-linearity, bit independence criteria (BIC), differential
probability (DP), linear probability (LP), and rigorous
avalanche criterion (SAC) are the main focus of the
evaluation. These standards establish the suggested S-box's
resilience to cryptanalytic assaults and its appropriateness
for practical encryption uses.

A. BIDECTIVITY

A well-designed S-box must be bijective, meaning that each
input value maps to a unique output. This property prevents
information loss and ensures reversibility in decryption. The
proposed S-box satisfies the bijectivity criterion, as
confirmed by exhaustive testing over all possible input
values.

B. NON-LINEARITY

Non-linearity is a crucial metric in S-box design as it
enhances resistance to linear cryptanalysis. The non-
linearity of an n-bit Boolean function is computed using the
Walsh spectrum:

NL=2""1-1+2max|WS(h)|
where WS(h)WS(h)WS(h) is the Walsh spectrum of the

Boolean function.

The computed non-linearity values for the proposed S-box
are;

e  Minimum: 102
e  Maximum: 110
e Average: 106.125

Compared to standard S-boxes (AES, SM4), the proposed
design demonstrates higher non-linearity, improving its
security.

C. STRICT AVALANCHE CRITERION (SAC)

SAC measures the extent to which flipping a single input bit
affects the output. Ideally, changing one input bit should
cause 50% of output bits to change. The SAC property is
computed as follows:

SAC= (3 " =1 Hamming_Distance(S(x),S(x&ei))
)<n
where eie_iei is a unit vector with the ithi*{th}ith bit flipped.

The proposed S-box achieves an average SAC value of
0.5077, confirming its adherence to the desired randomness
and diffusion properties.
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Figure :1 Block Diagram of Proposed Model

D. BIT INDEPENDENCE CRITERION (BIC)

BIC BIC assesses whether changes in one output bit occur
independently of changes in other bits, ensuring
unpredictable encryption behavior. The BIC test is evaluated
as:

BIC=n/1 " iz1Correlation(S(x),S(xDei))

The proposed S-box satisfies the BIC property with a mean
non-linearity of 103.17 and an SAC of 0.5061, indicating
strong bit independence.

E. LINEAR PROBABILITY (LP)

Differential and linear cryptanalysis rely on detecting
statistical patterns in ciphertext. To resist these attacks, an
S-box should have low DP and LP values. The maximum
differential probability (DP) and linear probability (LP) for
the proposed S-box are:

e DP:0.0312 (Lower is better)

e LP:0.1328 (Lower is better)
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These values are significantly lower than those of traditional
S-boxes, indicating improved resistance to cryptography.

F. DIFFERENTIAL PROBABILITY (DP)

To further validate the proposed S-box, a comparative study
was conducted against standard S-boxes, such as AES and
SM4. The key performance metrics are summarized in
Table 1 below:

Metric AES S-Box | SM4S-Box | Proposed S-
Box

Non- 112 100 110

Linearity

(NL)

SAC 0.50 0.495 0.5077

DP(Max) | 0.05 0.04 0.0312

LP(Max) | 0.15 0.14 0.1328

G. HARDWARE IMPLENTATION FEASABILITY

To assess practical applicability, the proposed S-box was
tested for FPGA and ASIC implementations. Key
observations include:

¢ Low computational overhead, making it feasible
for real-time encryption.

e Optimized memory footprint, allowing seamless
integration into hardware-based security solutions.

¢ Minimal latency, making it suitable for high-speed
cryptographic operations

V. RESULTS AND DISCUSSION

The proposed S-box was evaluated against standard
cryptographic ~ benchmarks, including  non-linearity,
differential probability, linear probability, strict avalanche
criterion (SAC), and bit independence criterion (BIC). The
results indicate that the newly designed S-box provides
enhanced security compared to widely used S-boxes such as
AES and SM4. The non-linearity value of the proposed S-
box reaches 110, which is higher than SM4 and comparable
to AES, ensuring stronger resistance against linear
cryptanalysis. Additionally, the differential probability (DP)
is reduced to 0.0312, which significantly lowers the
likelihood of successful differential cryptanalysis attacks.

The linear probability (LP) of the proposed design is 0.1328,
an improvement over both AES and SM4, reinforcing its
robustness against linear attacks. The strict avalanche
criterion (SAC) was measured at 0.5077, indicating that a
single-bit change in the input leads to approximately 50% of
the output bits flipping, thereby improving diffusion
properties. Furthermore, the bit independence criterion
(BIC) results confirm that output bits exhibit a high degree
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of independence, preventing attackers from exploiting
predictable relationships.

A comparative analysis with standard S-boxes demonstrates
that the proposed method achieves lower differential and
linear probabilities while maintaining a high degree of
randomness and unpredictability. The security validation
tests, including differential cryptanalysis and linear
cryptanalysis, show that the new S-box effectively resists
common attack techniques. Additionally, its low
computational overhead and optimized memory usage make
it suitable for hardware implementation in FPGA and ASIC
environments.

The scalability and implementation feasibility of the
proposed design were also assessed. The results indicate that
the optimized S-box can be seamlessly integrated into
modern cryptographic protocols, ensuring fast encryption
speeds and minimal latency. The improved security
properties and efficiency make it a viable candidate for real-
world applications, including power metering data
transmission, secure communication networks, and loT-
based encryption systems.

Overall, the results confirm that the proposed hybrid
optimization approach successfully enhances encryption
strength  while maintaining practical feasibility for
deployment in secure communication frameworks.

Figure :2 Flowchart of Proposed Model
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VI. CONCLUSION

In today's digital age, network security is essential, and
thwarting cyber assaults requires sophisticated cryptography
solutions. In order to improve encryption strength, this paper
presents a unique S-Box technique that makes use of a 5D
multi-wing hyperchaotic system. By guaranteeing high
complexity, randomness, and robust data scrambling, the
suggested S-Box strengthens defenses against cryptanalytic
attacks. Its robustness is reinforced by important security
features including significant non-linearity and a powerful
avalanche effect. While SM4 gains from better confusion
properties, integration into RC4 improves key scheduling
and reduces vulnerabilities. The technique makes encryption
more resistant to linear and differential cryptanalysis. Its
robustness in protecting digital communications is confirmed
by a thorough assessment. The security of cryptographic
systems is greatly improved by this S-Box. Attack
weaknesses are decreased by increasing randomization and
diffusion. Its use in SM4 and RC4 increases the
dependability of encryption. A strong cryptographic tool for
contemporary network security is contributed by this study.
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